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The human factors of cyber risk

— MAJOR CYBER RISKS — ROOT CAUSE

—ee Estimated cost of cyber Organizations rarely invest in and plan for the human
$6 trillion attacks on organizations component of cyber security until after a breach has
in 2021 globally occurred. For major breaches, this can cost the
organization millions of dollars.

Types of cyber threats and methods of prevention
change each day. Instilling a culture of cyber interest
and awareness equips an organization to better handle
changing cyber security threats.

of data breaches were
attributed to human error
or negligence

of IT professionals describe Many executives have the mindset that cyber security
collaboration between is the responsibility of IT; rather it is everyone's
security risk management responsibility. Employee awareness should be the first
and business as poor or line of defense for an organization's digital assets.

nonexistent




Ph' h' A phishing email is a scam or fraudulent attempt from a cyber criminal
Is Ing to trick the recipient into divulging sensitive information or clicking on
a dangerous link or attachment to plant malware on your machine,
infecting your system and potentially the entire network.
The cyber criminal typically poses as a trusted contact (coworker,

family member, etc.), a business, or a well-known institution (UPS,
Amazon, Microsoft, etc).

>>>>>>>>>> Phishing attacks are on a steep rise today—here are some stats to know!
3 4 960/ 7 40/ and the average cost of
O o just one data breach is

organizations are delivered of US organizations
experienced a via email experienced a 4 Z 4 M
phishing attack successful phishing ®

in 2021 attack last year



More Email & Security Threats To Beware Of

Types of phishing Spear Phishing

The difference between phishing, spear phishing The fraudulent practice of sending emails

and whaling attacks is on the scale of ostensibly from a known or trusted sender in order
personalization. Phishing is the least personalized, to induce targeted individuals to reveal confidential
whaling is the most, and spear phishing lies information.

between.

Whaling Spoofing

Whale phishing is a term used to describe a phishing Spoofing is a kind of attack where an untrustworthy
attack that is specifically aimed at executives, or unknown form of communication is disguised as a
decision makers and others involved with legitimate source. Phishing often involves some kind
management and finance. Because of their status, if of spoofing (whether email, website, caller ID, IP
such a user becomes the victim of a phishing attack address, or DNS) to hide the true source of the attack
he can be considered a “big phish,” or, alternately, a and to make the attack seem more valid.

"whale.



15 Ways To Protect Your County

This document is designed to be a quick assessment to ———
identify tools and practices you should have in place to e Cyber Attack

best position your organization to avoid cyber attack. 0 9 0 5 O

Email Securi Passwords
Advanced Malware Protection ty PR o_—
Pravent rensomwaes and other malware Secure your email. Most attacks security policies on your networ
attacks with adhvances endpoint security. ariginate in your email. We'l help Examples: Dany or lemit USE file storage
Traditional amivirus has proven incffective. ¥ou chacse aservice designed to. Bocass, anable enhanced prisword
Conshder an advanced managed Al-driven reduce threats and your exposure policies, set user screen timeouts, and
salution monitared 24/T by our SOC o attacks on your stalf via email Himit user access.

[Becurity sperations conter). Don't just sop
reaches—prevent them.

O o
Security Awareness
Train your users often! Toach them
about data security, emall attacks, and
your policies and procedures. Ve offer

web-basad training schution and “done
TloF you' Seusity peseits.

5=

Advanced EDR

enddipoint pretection 1o anothar lvel,
it Getection and Response [EDR] is your
ailsate for threats that bypass firewall and

solutions and sevvices complerment your
nced mabware protection by protecting
against file-less and script-based threats. EDR
will reduce investigation and remediation time

after an incident.

Multi-Factor Authentication Patch Management Dark Web Research
e L, Ao, and Jiva Knowing in real-time what passwards
whenever you can, » batter socurity. and accounts have boeen posted on the
network, banking websites, nd even ‘W provide s "eritical update” service Dark Web will allow you to be
ia. It acids an of via o protect your proactive in proventing adata broach.
protection to ensure that even if your computers from the latest known Wi scan the Dark Web and take
password does get stolen, your attacks. ‘action to protect your business from
data says protected stalen credentials that have been
posted for sabe.

O O & O E

fes}

: =
SIEM/Log Management & 50C DNS Protection
Internet secusity Is a race against Mobile Device Security
[Security Incident & Event time. Block raplich and
and Security Operations Centes) filter out harrmful or | s s o
Uses big data engines to review all content. DS filt that access your network by
event and security legs from all COMPany data femaing Secune and wiay of your employees’ phones and
coverod devices ta prote<t apainst allows campanies to have control tablots. Thay're counting on you to
stbvanced threats and to rriet ot what their employees can access neglect this peco of the puzzle. Mobile
compilance requirements. SOC is on company-managed networks. device security Closes tis gap.
critical to monitor logs and events. Agent- or firewall-based coverage

options shoukd be considened.

- = =

Firewall Encryption Backup
Turn an intrusion Datection and Wiharawas possible. the gealis to .
Intrusion Frevention features. Send encrypt files at rost. in mation e
the Iog fikes to.a managed SIEM. And {Enins emmail), and especially an yose, Tast yosr Bachups aften And fiyou
 your IT taam dossat know what mobile devices.

aren't comvinced your backups are

hese things aee, call us today! working properly, call us ASAR.

f;ﬁ DOCUMENT REVIEW



ings to
10’; atch

Just because it says it's coming fram
anarme of a PErsen you know of Lrust
doesn't mean that i truly is. Be sure
tolock at the email address—not just
the display name—to confirm the
true sender.

Check for grammatical errors.

Anyone can make a typo, but pay
close attention 1o emaits litered
‘with grammatical errors. When
crafiing messages, scammers may
use a spell-checker or translation
tocd, which will give themn the right
‘words but not in the proper context.

Is the email asking for personal
information?

Be cautious if an email ts asking for
sensitive or personal information.
ou can always call the company’s
CUSTOMEr SUBPOL oF r\a\uoale to
YOUr atcount on their wel

confirm if an action -smqu.red

Beware of urgency.

These emails mlgﬂl try to make it
sound as if there is some sort of
emaergency (e.4. the CFO neads a
$1M wire transfer immediately, a
Migerian prince is in trouble, or
ol

Don't believe everything you see.

1fthe emails seems slightly cdd
‘of unusual, it's better 1o MHM

YOUF SecUrity operations center
[soc)

somecne only needs $100 so they
«can claim their million-dollar reward).

Reference this for a quick top
how to spot & handle a phishing email.

Look but don't click.

Hower your cursor over parts of the
email without clicking on
arything. i the alt 1ext looks
strange or doesn't match what the
link description says, don't click on
it—report it!

Consider the salutation.
Attackers sometimes use general
of vague greetings (e.g, “Dear
wuedcustomefl o send en
masse, Or thay may leave out the
salutation entirely. It's not ahvays
an indicator for a scam, but it can
be a clue if something isoff

Be careful with
attachments.

Attackers trick victims by offering
an enticing or seamingly normal
attachment that contains

malware. Never open an
unsolicited email attachment that
sewms suspicious and call the
sender to verify if necessary,

Check the
‘email signature.
Most legitimate sendirs will

include a full signature block {E
at the battom of their emails.

If one doesn't, be skeptical.

Again, 1 may not indicate a

thieat But it might.

‘When in doubt,
contact your SOC.

Mo matter the time of day, no.
matter the concern, most SOCs
would rather have you send (]
something that tems out 1o be

it than to put the entire
legl oy \
seomp Semer

©IgANEAtion at ri

This document
can be used as a
reference to
help you identify
potentially risky
emails in your
inbox.

' CELN R T ]
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Choose strong passwords
T Each character you add to a password makes it more
Top 4 Ips To Create secure. Use passphrases! They are easier to remember
and type than a random mix of symbols, letters, and
secu re Passwords numbers. "I'm craving 4 ice-cream!" vs "z4t2)F3j*t6D3"
Make them unique

Even the strongest password is insecure when used
across different sites. If one gets compromised, all
your other accounts will automatically be exposed.

Turn on MFA (multi-factor

authentication)

When enabling a second factor of authentication, you
add an extra layer of security to your accounts. You
sign in with something you know (a password) and
something you have (a code sent to your phone).

Use a password manager

Password managers are programs specifically
designed to store and manage passwords securely.
Instead of having to remember hundreds of strong,
unigue passwords, you'll only need to remember the
master password to the encrypted vault.




What Is Multi-Factor Authentication?

Multi-Factor Authentication (MFA) is an authentication method that requires the user to provide two or more
verification factors to gain access to a resource such as an application, online account, or a VPN. MFA is a core
component of a strong identity and access management (IAM) policy. Rather than just asking for a username and
password, MFA requires one or more additional verification factors, which decreases the likelihood of a successful

cyber attack.

Multi-Factor Authentication

'
E .‘ '.

Step 1: User name and Step 2: Fin from phone Step 3: Fingerprint
password entered app entered verified

Most MFA authentication methodology is based on one of three types of additional information:
e Things you know (knowledge), such as a password or PIN

 Things you have (possession), such as a badge or smartphone

e Things you are (inherence), such as a biometric like fingerprints or voice recognition



https://www.onelogin.com/learn/what-is-mfa#knowledge
https://www.onelogin.com/learn/what-is-mfa#possession
https://www.onelogin.com/learn/what-is-mfa#inherence

Authenticator apps..why do | need one?

Authenticator apps generate a one-time code that you use to confirm that it's really you
logging into a website or service; they provide the second part of your multi-factor
authentication. Access to your authenticator app on your smart phone should be protected
with facial recognition or biometrics for safety and ease of use.

» Using text message to retrieve your login
code is less secure than using an B Microsoft

authenticator app Set up an authenticator app

1. Search for "authenficator” in your app store.

e |t'simportant to create a backup copy in 2 Opsnthe 5.
case of device loss, theft, or any of the other A SR
unexpected turns that can take away your
access

e SMS and call-based MFA is being phased
out with vendors requiring authenticator

Code generated by app

apps or security keys e | = | omcum [owvoee




Cyber security risk assessment

Identify the various information assets that could be affected by a cyber attack (such as
hardware, systems, laptops, customer data, and intellectual property) and understand
the various risks that could affect those assets.

CISA Cyber Security Evaluation Tool

Contributes to an organization's risk management & decision-making process

Raises awareness & facilitates discussion on cyber security within the organization
Highlights vulnerabilities in the organization's systems & provides recommendations on ways
to address them

Identifies areas of strength & best practices being followed in the organization

Provides a method to systematically compare & monitor improvement in the cyber systems
Provides a common industry-wide tool for assessing cyber systems

It's critical to understand the risks you face and know where you're vulnerable. The most effective
way to do this is by partnering with a reputable IT company, who can conduct a thorough cyber
security risk assessment, providing a comprehensive analysis and recommendations on
mitigation, so you can make an informed decision on how you wish to proceed.



Knowledge is power.
Leverage technology & your
workforce to achieve optimal
cyber security.
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